LABORATORY CHAPTER №7

TOPIC. NETWORKS AND TELECOMMUNICATIONS

Basics:
Local area network (LAN).  A LAN is a way to share files and devices between multiple computers.  LAN represent a set of connected together personal computers (so called - nodes or workstations within network) and other automatic data processing devices, such as printers, scanners, fax machines and modems within a relatively small area - building enterprise, organization or individual units, etc. The LAN uses IP addresses to route data to different destinations on the network. An IP Address is a 32-bit numeric address written as four numbers separated by periods (For example, 1.160.10.240).

 	Advantages:
1. Sharing devices such as printers saves money and time.
2. Software licenses are likely to be cheaper than buying several standalone licenses.
3. Files can easily be shared between users.
4. Network users can communicate by email and instant messenger.
5. Security is good - users cannot see other users files unlike on stand-alone machines.
6. Data is easy to backup as all the data is stored on the file server.
Disadvantages:
1. Purchasing the network cabling and file servers can be expensive.
2. Managing a large network is complicated, requires training and involving network managers.
3. If the file server breaks down the files on the file server become inaccessible. Email might still work if it is on a separate server. The computers can still be used but are isolated. 
4. Viruses can spread to other computers throughout a computer network. 
5. There is a danger of hacking, particularly with wide area networks. Security procedures are needed to prevent such abuse, eg a firewall.

Types of LAN. 
According to the principle of joint use of resources in a LAN are divided into two common models:
· Peer to Peer (P2P)
· Client- Server

Peer to Peer
Peer to peer networks are good to connect small number (around 10) of computer and places where high level of security is not required. Peers (nodes) are equally privileged, equipotent participants in the application. Peers make a portion of their resources, such as processing power, disk storage or network bandwidth, directly available to other network participants, without the need for central coordination by servers or stable hosts, so network management functions are transferred one by one from one workstation to another. This approach facilitates the work of the user groups, but the overall network performance may drop.

Advantages of P2P model: 
1. Peer networks are relatively easy to deploy, and they are much cheaper than the client / server model.
2. P2P is more reliable as central dependency is eliminated. Failure of one peer doesn’t affect the functioning of other peers  affected.
3. There is no need for system administrator. Every user has a permission to control their shared resources. 
Disadvantages of P2P model:
1. The whole system is decentralized thus it is difficult to administer. That is one person cannot determine the whole accessibility setting of whole network.
2. Security in this system is very less viruses, spywares, trojans, etc. malwares can be easily transmitted over network.
3. Data recovery or backup is very difficult. Each computer should have its own back-up system.

Client-Server
Client/server architecture is a computing model in which the server hosts, delivers and manages most of the resources and services to be consumed by the client. This type of architecture has one or more client computers connected to a central server over a network or Internet connection. Servers are typically high performance computers, possibly with multiple processors operating in parallel, with high-capacity hard drives, high-speed network interface card etc. The network can be connected to multiple servers.

Advantages of Client-Server model
1. Centralization: Unlike P2P, where there is no central administration, here in this architecture there is a centralized control. Servers help in administering the whole set-up. Access rights and resource allocation is done by servers.
2. Proper Management: All the files are stored at the same place. In this way, management of files becomes easy. Also it becomes easier to find files. 
3. Back-up and Recovery possible: As all the data is stored on server its easy to make a back-up of it. Also, in case of some break-down if data is lost, it can be recovered easily and efficiently.
4. Upgradation and Scalability: Changes can be made easily by just upgrading the server. Also new resources and systems can be added by making necessary changes in server.
5. Accessibility: From various platforms in the network, server can be accessed remotely. 
6. As new information is uploaded in database , each workstation need not have its own storage capacities increased (as may be the case in peer-to-peer systems). All the changes are made only in central computer on which server database exists.
7. Security: Rules defining security and access rights can be defined at the time of set-up of server.
8. Servers can play different roles for different clients.
Disadvantages of Client-Server model:
1. Congestion in Network:Too many requests from the clients may lead to congestion, which rarely takes place in P2P network. Overload can lead to breaking-down of servers.
2. Client-Server architecture is not as robust as a P2P and if the server fails, the whole network goes down. Also, if you are downloading a file from server and it gets abandoned due to some error, download stops altogether. However, if there would have been peers, they would have provided the broken parts of file. 
3. Cost: It is very expensive to install and manage this type of computing.
4. You need professional IT personal to maintain the servers and other technical details of network.

Network topologies
The configuration (wiring topology) determines how the network workstations are located and how they are interconnected. Basic and most common LAN topologies:
· Bus topology
· Ring network
· Star topology

Bus topology
In a bus topology, all network nodes are equally interconnected via one open cable. This cable can support only one channel and is called the Bus, which does not require the installation of external electronic devices and connecting all network nodes as equal devices. All connected devices "listen" bus traffic and only accept packets addressed to them. Both ends of the Bus-cable must end with a termination resistors, called terminators. These resistors are designed to prevent relative reflection signals. When a station transmits a signal in the cable, this signal extends in both directions. If terminators is not set, the signal reaches the end of the bus 
it reverses its direction, and fs a result, a transmission from single node can fully capture all network bandwidth and interfere with transmissions from others.
Advantages of bus topology
1. It works well when you have a small network.
2. Easiest network topology for connecting computers or peripherals in a linear fashion.
3. Requires less cable length than a star topology.
Disadvantages of bus topology
1. Difficult to identify the problems if the whole network goes down.
2. It can be hard to troubleshoot individual device issues.
3. Terminators are required for both ends of the main cable.
4. Additional devices slow the network down.
5. If a main cable is damaged, the network fails or splits into two.

Ring topology
In a ring network each device is connected to two other devices, this forms a ring for the signals to travel around. Each packet of data on the network travels in one direction and each device receives each packet in turn until the destination device receives it. By recognizing the necessary data, workstation copies it in an internal buffer. Data travels around the network, in one direction. Sending and receiving of data takes place by the help of Token. Token contains a piece of information which along with data is sent by the source computer. This token then passes to next node, which checks if the signal is intended to it. If yes, it receives it and passes the empty to into the network, otherwise passes token along with the data to next node. This process continues until the signal reaches its intended destination. The nodes with token are the ones only allowed to send data. Other nodes have to wait for an empty token to reach them. This network is usually found in offices, schools and small buildings.
Advantages of Ring Topology 
1. Each node gets to send the data when it receives an   empty token. This helps to reduces chances of collision. Also in ring topology all the traffic flows in only one direction at very high speed.
2. Even when the load on the network increases, its performance is better than that of Bus topology.
3. There is no need for network server to control the connectivity between workstations.
4. Additional components do not affect the performance of network.
5. Each computer has equal access to resources.
Disadvantages of Ring Topology
1. Each packet of data must pass through all the computers between source and destination. 
2. If one workstation or port goes down, the entire network gets affected.
3. Network is highly dependent on the wire which connects different components.

Star topology
All the components of network are connected to the central device called “hub” which may be a hub, a router or a switch. All the workstations are connected to Hub with a point-to-point connection, and every computer is indirectly connected to every other. 
All the data on the star topology passes through the central device before reaching the intended destination. Hub acts as a junction to connect different nodes present in Star Network, and at the same time it manages and controls whole of the network. Depending on which central device is used, “hub” can act as repeater or signal booster.
Advantages of Star Topology
1. Better performance, signals don’t necessarily get transmitted to all the workstations. A sent signal reaches the intended destination after passing through no more than 3-4 devices and 2-3 links. 
2. Easy to connect new nodes or devices. In star topology new nodes can be added and removed easily without affecting rest of the network. 
3. Centralized management  helps in monitoring the network.
4. Failure of one node or link doesn’t affect the rest of network. At the same time its easy to detect the failure and troubleshoot it.
Disadvantages of Star Topology
1. Too much dependency on central device has its own drawbacks. If it fails whole network goes down.
2. The use of hub, a router or a switch as central device increases the overall cost of the network.
3. Performance and as well number of nodes which can be added in such topology is depended on capacity of central device.

IP Addresses
An IP Address is an identifier or numerical name for a computer or device on a network. Data between computers are routed over the network using these addresses to identify the computer the message is being sent to and the computer the message is being sent from. The format of an IP address is a 32-bit numeric address written as four numbers separated by periods. 
IP address can be divided into two “meaning” parts. The first part of the IP-address (Network ID) defines the network in which the network device is located. The second part of the IP-address (Host ID) uniquely defines the network device itself. What address part refers to the network number and which - to the node number is determined by the values of the first bit of the address. The values of these bits are also signs of what IP-address class.
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Figure 1. IP classes

Subnet masks are used for more flexible establishment of the boundaries between the network ID and the node ID. Subnet mask - a number that is used in conjunction with the IP address; binary representation of mask contains “1” at those ranks that have an IP address to be interpreted as the network number.
 	Subnet masks values for  standard IP classes:
· class А – 11111111. 00000000. 00000000. 00000000 (255.0.0.0);
· class В – 11111111. 11111111. 00000000. 00000000 (255.255.0.0);
· class С – 11111111. 11111111. 11111111. 00000000 (255.255.255.0)
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Figure 2. Subnet mask classes

Calculating network address

Every IP address must be accompanied by a subnet mask. By now you should be able to look
at an IP address and tell what class it is. Unfortunately your computer doesn’t think that way.
For your computer to determine the network and subnet portion of an IP address (define network address) it must “AND” the IP address with the subnet mask.
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Sample:
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Determining the Number of IP Subnets and Hosts

Step 1.
 Use the first octet of the IP address to determine the class of address (A, B, or C).
 169.199.109.137   = CLASS B
255.255.255.192
Step 2.
 Use the class of the address to determine which octets are available for hosts.
 CLASS B = Network. Network. Host. Host
                                    169.199.109.137
                                    255.255.255.192
 Step 3. 
Look at the host octet(s) in the subnet mask. Use binary code to determine which bits are set to one. If no bits are set to one, there are no subnets. If any bits are set to one, proceed to step four.
 169.199.109.137
255.255.255.192 = 11111111 11000000 (host octets only)
 
 Step 4.
Count the total number of ones in the host octet(s) of the subnet mask. Call this number X. Raise 2 to the power of X. This is the number of potential subnets created by the mask. Two of these potential subnets are normally not usable.
 11111111 11000000 = 10 ones.  210 = 1 024 - 2 = 1 022 usable subnets created.
 
 Step 5. 
Count the total number of zeros in the host octet(s) of the subnet mask. Call this number Y. Raise 2 to the power of Y. This is the number of potential hosts created by the mask. Two of these numbers are never used to address hosts.
 11111111 11000000 = 6 zeros.  26 = 64 - 2 = 62 usable host addresses created.

Calculating the Broadcast Address:
The broadcast address converts all host bits to 1s.
Example - IP address in decimal is:
128.42.5.4      in binary: 10000000 00101010 00000101 00000100
The network mask is:
255.255.248.0   in binary: 11111111 11111111 11111000 00000000

This means host bits are the last 11 bits of the IP address, because the host mask by inverting the network mask:
Host bit mask            : 00000000 00000000 00000hhh hhhhhhhh
To calculate the broadcast address, force all host bits to be 1s:
128.42.5.4      in binary: 10000000 00101010 00000101 00000100
Host bit mask               : 00000000 00000000 00000hhh hhhhhhhh
                                      ----------------------------------- [Force host bits]
                                        10000000 00101010 00000111 11111111 ----> 128.42.7.255


Indicate IP Address of current workstation:

One of the way to find IP Address  - open a Command prompt (CMD) environment and bring up the ipconfig (internet protocol configuration) screen.

1. From the Start Menu, Click Start
2. Type “cmd.exe” or “cmd” in the command line
3. At the prompt, type “ipconfig”, then press Enter.
The IP configurations appear for your machine, such as the DNS suffix, IP Address, Subnet Mask, and Default Gateway.
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Figure 3. ipconfig screen 

Ping a Computer
Pinging a computer on the network makes sure it is able to be “seen” and receive messages on the network.

To ping a computer on the network:
1. From the Start Menu, open a Command Prompt screen.
2. At the prompt, type the IP Address of the computer you wish to ping. (for example, 10.2.100.130)
3. Press Enter.
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Figure 4. ping screen 

Note: If the computer you are pinging is not responding to the ping, you will receive a time out message in the command prompt screen.
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C:\>ping 10.2.100.130
[Pinging 10.2.100.130 with 32 hytes of data:

Reply from 10.2.100.130: hytes=32
Reply from 10.2.100.138: bytes=32
Reply from 10.2.100.138: bytes=32 time<1Bnms
[Reply from 10.2.100.1308: bytes=32 time<1@ms

[Ping statistics for 10.2.100.1
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),

Approximate round trip times in milli-second:
Mininum = @ms, Maxinum = @ms, Average = Oms

C:\>
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Sample:

Whatyou see...
IP Address: 192.100.10.33

Whatyou canfigureout in yourhead...

- Address Class: C
“ Network Portion: 192.100.10.33
- Host Portion: 192.100.10.33
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IPAddress: 192.100.10.33

Whatyou canfigureout in yourhead...

- Address Class: C
“ Network Portion: 192.100.10.33
- Host Portion: 192.100.10.33

Inorder for you computer to get the same information it mustAND the IP address with
B the subnet mask in binary.

Network

IPAddress: [11000000.01100100,00001010,/0010000 1 |(192.100.10.33)

- 0
B Default SubnetMask: (11111111.11111111. 11111111%‘00000000(255255 255 0)

AND: [11000000.01100100. 00001010 00000000 92.100.10..0)

B ANDING with the default subnetmask allows your computer to figure out the network
. portion of the address.
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[C:\>ipconfig

Windows 2008 IP Configuration

[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address.

Subnet Mask . . .
Default Gateway .

telex.com
10.2.108.118
255.255.0.0





